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These conclusions are meant to reward those developers whose security software in the year
2020 were involved in tests performed by AVLab. We want entrepreneurs, companies, and
individual users to be able to choose only good solutions to protect devices and data.

This is why the “Advanced In The Wild Test” is characterized by the fact that it is not one-time
comparison that nobody will remember after a few months.

Throughout the year developers update their software few or even several dozen times, improving product, fixing
errors, and adding new features. Thanks to such extensive tests, it is possible to verify the protection effectiveness
in the long term. This is important now when the remote work has become something normal for non-technical
users of state institutions, students, and also private sector employees. For these reason, selecting a solution

of the year 2020 is a good opportunity to try out the best antivirus applications. As always, we encourage you to
analyze test results of various companies (not only ours). A comprehensive look at a product can help you make
the right decision.

In January 2020 nobody predicted in what direction the economy will be heading. Political decisions implied

by a global pandemic have turned the world upside down. To a large extent employees have been forced to move
to r-emote work. Companies have noticed that they can save, but it is just one side of the coin. In one of the studly,
the long-term impact of isolation on a company and employees has been checked [1]. People who have been sent
home for the first time, do not have developed good practices of maintaining the around-the-clock balance
between employee duties and their personal life. Due to a compulsory isolation, this was some kind of a social
experiment. It is difficult to freely exchange thoughts over the wire. It is even harder to consult spontaneously.
And while the transition to video conferencing has fulfilled its role (to some extent), for many people participating
in online meetings has became exhausting in the long run. Let's just hope that in these difficult times when
cybercriminals take their toll, no one forgets about protection because statistics remain intact.



There was a noticeable increase in attacks via email during the pandemic period from March to December 2020. Cybercriminals
were sending many more messages with malicious content than last year during the same period. A developer of the oldest Polish
antivirus, MKS-VIR.pl, recorded an increase in zero-day threats[2]. Fortinet's statistics reveal a reflection of media hype around cyber
attacks [3]: 60% of companies have experienced an increase in IT security breach attempts when moving to remote work, and 34%
have reported real attacks on their networks. It has got to the point that they have started to detect even 600 new phishing threats
every single day, while a number of viruses increased in March 2020 by 131% compared to March 2019. Anyway, phishing is only the
tip of the iceberg. Subsequently, there are ransomware, trojans, remote access trojans, MaaS (Malware-as-a-Service) intended for
novice cybercriminals. Interestingly, we can see decrease in the number of botnets [4]: in January — 66%, in February -65%, in March
— 44% (year on year). Attacks on mobile devices also decreased: in February —10%, and in December — 5%. Number of potentially
unwanted applications has decreased by 2%, and Adware by 18%. Avira has recorded increase in number of malicious attachments
prepared in Word, Excel, and PowerPoint by 4%. There are 38% more exploits with each successive operating system versions [5].
This means that cybercriminals react to the crisis, adjusting strategy attack strategies to it.

Despite a global decrease in attacks not associated with the topic of COVID, hackers still harass corporate and administrative
networks. The Trickbot and Emotet Trojans responsible for sudden increase in ransomware attacks on hospitals and health care are
the most commonly used software by cybercriminals[6]. Emotet is the most active threat in recent weeks, and it remains the most
popular malicious software with global impact on 12% of organizations. It is followed by Trickbot and Hiddad that have influenced
4% of organizations worldwide. In Poland, Emotet mentioned earlier is the most frequently detected malware (8,1% of infections).
According to the Trend Micro company, creators of Emotet are not out of the competition yet because this trojan is still the worst
nightmare for individual users, and small and medium-sized companies.

N https:/Mmww.biznesinfo.pl/pr iklania-badanie

2] Data have been provided by the developer.

[3] https://avliab.pl/fortinet-prezentuje-globalny-raport-o-cyberbezpieczenstwie-pracy-zdalnej-2020/
[4,6] Statistics has been provided by Check Point.

[5] https://mwww.avira.com/en/blog/malware-threat-report-gq3-2020-statistics-and-trends

[7]  https://www.facebook.com/TrendMicro/photos/a.443467627960/10158165780147961/?type=3



The Advanced In The Malware Tests. What exactly is it?

These are studies that examine protection in real time whose task is to verify the effectiveness of blocking threats over a long period
of time. We recreate user behavior when he uses the Internet and a browser. Also due to the malicious software behavior, the test is the
most beneficial for developers because it indicates the type of technology that has contributed to block a threat (Level 1, Level 2, Level 3;

more information in the methodology). Therefore, the test is kind of confirmation that technologies to protect against malicious software
actually work.

Now, let's get to the summary of six editions of the Advanced In The Wild Malware Test in which a total of 6713 samples of malware have
been used. Some samples were unknown on the day of the test for certain antivirus programs tested, corresponding to a zero-day threat.
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The summary of the Advanced In The Wild Malware Test

It had to participate in all tests
iNn the year 2020 under edition of the | had to block all samples
Advanced In The Wild Malware Test. in every edition of the test.

1. A product has failed to block at least one sample in any edition of the test. In addition, a product that
has participated in all tests and blocked 100% of threats, gets better final assessment than a product
that has participated only once in the tests.

2. A product has not participated in all editions of the test. Certain developers declare willingness
to participate to check protection just once in order to obtain a certificate. Having in mind the long-term
nature of the tests, we must take into account both groups by granting appropriate priority
of the evaluation.

We carried out 6 editions of the test in the year 2020. Every study was carried out with one month interval after the previous.

For example, starting from January: we sent a feedback to developers in February, and then we published results. We started the next
edition in March. Likewise, in the further months. During the whole year 2020, we used 6713 samples of unique malware in the tests.
This means that throughout the year there have not been cases of testing the same malware sample.



Test results
Test results Advanced In The Wild Malware Test in 2020 for the individual editions

SAMPLES BLOCKED AWARDS PARTICIPATION WHOLE YEAR

PRODUCT

IN THE YEAR 2020 GRANTED IN TESTS RESULT

AVAST
Free Antivirus

AVIRA
Antivirus Pro

BTDEFENDER
Total Security

CHECK POINT
Endpoint Security

COMODO
Advanced Endpoint Protection

COMODO
Internet Security

EMSISOFT
Business Security

ESET
Smart Security

G DATA
Total Security

2020

2020

6713/6713

6710/6713

3328/3328

658/658

6713/6713

6713/6713

4805/4805

1187/1187

4665/4671

6x BEST+++

6x BEST+++

3X BEST+++

1X BEST+++

6x BEST+++

6x BEST+++

4x BEST+++

1X BEST+++

3X BEST+++

6 100%
6 99.96%
3 100%
1’ 100%
6 100%
6 100%
4 100%
1 100%
3 99.87%

‘some developers have not participated in all tests



Test results
Test results Advanced In The Wild Malware Test in 2020 for the individual editions

PRODUCT SAMPLES BLOCKED AWARDS PARTICIPATION WHOLE YEAR
IN THE YEAR 2020 GRANTED IN TESTS RESULT
KASPERSKY . 0
Total Security 3328/3328 3X BEST+++ 3 100%
ntornot 2571/2571 2X BEST+++ 2 99.95%

Internet Security

SEOCUREAPLUS 6713/6713 6x BEST+++ 6 100%

TREND MICRO 1x BEST+++

Maximum Security 1882/2042 1x Not Approved 2’ 92,17%
X%EE,I.?SSOT 6712/6713 6x BEST+++ 6 99.99%
\éYJESE’}ZSS -Igndpoint Protection 685/685 1x BEST+++ 1 100%

gg;?wggr/ intivirusSecurity 1825/1845 1§ ggg;f 2’ 98.92%
ZONEAL AR 1999/2001 2x BEST+++ 2" 90.91%

Extreme Security

*some developers have not participated in all tests



The summary LE?U
of the Advanced In The Wild Malware Test
by month

The browser level, i.e. a virus has
been stopped before or right
after it has been downloaded.

LEVEL 2

The system level, i.e. a virus has been
downloaded, but it hasn’t been
allowed to run.

LEVEL 3

The analysis level, i.e. a virus
has been run and blocked
by a tested product.

0

FAIL

The failure, i.e. a virus hasn't been
blocked and it has infected
a system.



January-February 2020: quantity of unique 685 samples used in this test

OBTAINED
NAME LEVEL 1 LEVEL 2 LEVEL 3 FAILURE CERTIFICATE

’I:Yepéslntivirus 96% ) 4% ) 100% LB
ig\l/\gche% Endpoint Protection e ) 52% i 100% BEoT++
'?oltjz:\Al-l—SAecurity 9% ) ~9% SARE el I
IillEquL;F:EA 8% B} 92% - 100% BEST +++
X‘ﬁfﬁgg 70% ; 30% - 100% BEST+++
WEBROOT 68% - 32% - 100% BEST +++

Business Endpoint Protection



March-April 2020: : guantity of unique 658 samples used in this test

OBTAINED
LEVEL 1 LEVEL 2 LEVEL 3 FAILURE TOTAL CERTIFICATE

AVAST

Free Antivirus 95% i 5% ) 100% S
icoi\l;gg(?(—gi Endpoint Protection 17 8% 81% - 100% B
SECUREAFLLE 10% - 90% : 100% BEST+++
lelf(:\rlnDumlgzgurity 91% ) ~9% 0.30% 99.7% T
X‘ﬁﬁgg 35% - 65% - 100% BEST +++
\é(/;;xjetr)]gxs 88% - 9% 3% 97% BEST ++
ZONEALARM _ 10% 10% _ 100% BEST +++

Extreme Security



May-June 2020: quantity of unique 1384 samples used in this test

OBTAINED
NAME LEVEL 1 LEVEL 2 LEVEL 3 FAILURE e e e
AVAST 01% 1% 8% s 100% BEST +++

Free Antivirus

AVIRA . ) ) o
Antivirus Pro 84% - ~16% 0.07% 99.93% BEST +++

ic(i)\l/\ggc?e% Endpoint Protection 17% ) 837 ) OB BEST+++
Icr:m?eh?r?el?gecurity 2% . e ) o BEST+++
E[\:lssl:\se(s)[s: gecurity e ) 79% ) 1007 BEST+++
m’fesra\gtRSecurity Lonee ) ) ) 100% BEST+++
SECUREAPLUS - - - - N
inz\rfumlgzgurity 87.6% } 1% 11.4% 88.6% TEBSN]L'YED

WEBROOT 66% : 34% : 100% BEST+++

Antivirus



July-August 2020: quantity of unique 1456 samples used in this test

OBTAINED
NAME LEVEL 1 LEVEL 2 LEVEL 3 FAILURE CERTIFICATE

AVAST ) . ) ]
Free Antivirus 907% 1% 9% - 100% BEST+++

AVIRA

Antivirus Pro 887% ) “12% 0.06% 99.94% AL
HepIann - - - ook ST
ig\[;gg(?e% Endpoint Protection = ) 8a% i 100% BEST+++
ﬁ\ct)el\:lr?e?cs)ecurity 23% ) 77% ) 100% L
'Cl'ao[t);\Al-l—SAecurity 100% ) i ) 100% e
_'Fﬁtifgsgﬁy 94% - 6% - 99.7% BEST+++
grEOCUREAPLUS 19% - 81% - 100% BEST +++
WEBROOT 78% - -22% 0.06% 99.94% BEST+++

Antivirus



September-October 2020: quantity of unique 1187 samples used in this test

OBTAINED
NAME LEVEL 1 LEVEL 2 LEVEL 3 FAILURE CERTIFICATE

Q/epéslntivirus 90% i 10% i 100% Ty
QX{SIAWS bro 95% - ~5% 0,08% 99.92% BEST +++
ooETEes - - - ok ST
ig\[;gg(?e% Endpoint Protection 9% e 90% i 100% BEST+++
ﬁ\ct)el\:lr?e?cs)ecurity 12% 6% 82% ) 100% e
Eﬁ’\Ea-ll:t Security Premium gl ) i i 100% e
'Cl'ao?z:\AlTSAecurity 100% i i ) 100% L
Total Security 7% : ¥ - t00% BEST +++
mres;B\éltRSecurity 100% i i ) 100% L
SECUREAPLUS 8% _ 92% - 100% BEST+++

Pro



September-October 2020: quantity of unique 1187 samples used in this test

OBTAINED
NAME LEVEL 1 LEVEL 2 LEVEL 3 FAILURE TOTAL CERTIFICATE

WEBROOT

Antivirus 57% - 437% - 100% BEST+++

WINDOWS

Defender 8% - 92% - 100% BEST +++



November-December 2020: quantity of unique 1343 samples used in this test

OBTAINED
NAME LEVEL 1 LEVEL 2 LEVEL 3 FAILURE CERTIFICATE

AVAST . . o
Free Antivirus 79% - 21% - 100% BEST+++

AVIRA . . o
Antivirus Pro 87% - 13% - 100% BEST+++

ig\l:ggc?eod Endpoint Protection e ) e i 100% BEST +++
ﬁ?eh:ll'?e[’zgecurity 19% i 817 - 100% kA
PECUREAPLUS 17% . 83% . 100% BEST +++
SIEReoT o - 33% : 100% BEST+++
AONIEA LAY 89% 1% ~10% 0.14% 99.86% BEST +++

Extreme Security



‘ Avast Free Antivirus
@ €= Back Siatus > Smart Scan

Status Smart Scan

Protection

Privacy

AVAST
Free Antivirus

The software to protect workstation has participated in all editions
of the test. It has blocked 6713/6713 malware samples which result
in @ maximum score of 100% protection against threats in the wild. e Scanning for weak passwords...

Performance

STOP SCAN

& Mobile

Over90% of threats have been blocked
in a browser or after savingto a disk.

0,33% of threats have been blocked
when moving samples to other location on a disk.

Over9% of threats have been blocked

after Iaunching malicious software. ADVANCED IN-THE-WILD
MALWARE TEST

\-TH-12)

MALWARE TEST TH
x Check
PROFESSIONAL TESTING SERVICE . 2 o 2 o
Special award

Product of the Year 2020"

Summary of the Advanced In The Wild Malware Test | AVLab.pl




C 0 M 0 D 0 COMODO cient-seauty 1
Creating Trust Online® S—
&

COMODO Secure )
Advanced Endpoint Protection R © =

The software to protect workstation has participated in all editions
of the test. It has blocked 6713/6713 malware samples which result P
in a maximum score of 100% protection against threats in the wild. MANAGEEROTECTION

®
&

Scan View Quarantine

Update Open Task Manager

Nearly 20% of threats have been blocked
in a browser or after saving to a disk.

Over 1% of threats have been blocked
when moving samples to other location on a disk.

Exactly 9% of threats have been blocked
after Iaunching malicious software. ADVANCED IN-THE-WILD
MALWARE TEST

E VinB

MALWARE TEST TH
6 x Check
PROFESSIONAL TESTING SERVICE . 2 o 2 o
Special award

Product of the Year 2020"

Summary of the Advanced In The Wild Malware Test | AVLab.pl




CO M 0 D 0 COMODO Internet Security Premium
Creating Trust Online®
T ®
Unblock Applications

COMODO Secure
I nte rn et Secu rity All systems are active and running @

The software to protect workstation has participated in all editions _
Update Secure Shopping
of the test. It has blocked 6713/6713 malware samples which result
in @ maximum score of 100% protection against threats in the wild. o
{1 UPGRADE

Nearly 23% of threats have been blocked
in a browser or after saving to a disk.

Nearly 3% of threats have been blocked
when moving samples to other location on a disk.

Over 74% of threats have been blocked
after Iaunching malicious software. ADVANCED IN-THE-WILD
MALWARE TEST

E VinB

MALWARE TEST TH
G x Checck
PROFESSIONAL TESTING SERVICE . 2 o 2 o
Special award
PARTICIPATION IN TESTS 6/6
,Product of the Year 2020"

Summary of the Advanced In The Wild Malware Test | AVLab.pl




/¥ SecureAPlus v6.5.0

All files and programs outside of your allow list will be blocked.

® @ 0

Security Features ‘ﬁ‘ All Running Automatic Interactive Lockdown Trust All

@ SecureAPlus o -

You are Fully Protected

Universal AV Scan

SeC u reApI u S Last Complete Scan (:) iﬁ';lmmﬁ Full system scan on your computer system
Your computer is free from malware!
The software to protect workstation has participated in all editions 1
. ull
of the test. It has blocked 6713/6713 malware samples which result
Software Update (> Up-to-date

in a maximum score of 100% protection against threats in the wild. FullSystemScan  Quarantine & History

Nearly-|4% Ofthreats haVe been bIOCked @ App Settings @ Info & Licenses -ﬁ Online Store @ Help A SecureAge

in a browser or after saving to a disk.

Over 86% of threats have been blocked
after launching malicious software.

ADVANCED IN-THE-WILD
MALWARE TEST

YiomB
6 ) ¢ Check

PROFESSIONAL TESTING SERVICE . 2 o 2 o
Special award
PARTICIPATION IN TESTS 6/6 ”
,Product of the Year 2020

Summary of the Advanced In The Wild Malware Test | AVLab.pl




K A . { U Auvira Antivirus Pro
VI ra / Your computer is secure
v Check for updates
Status

) AT P 2
g 5
‘ [on O | NS\ [on | A
Can N
Real-Time Ransomware Web Protection Mail Protection
Protection Protection

Avira

Antivirus Pro

The software to protect workstation has participated in all editions
of the test. It has blocked 6713/6713 malware samples which result saantine
in a very high score of 99,96% protection against threats in the wild.

Last scan was 2 days ago

Activity
Over 90% of threats have been blocked
in a browser or after saving to a disk. B resdbock

About 10% of threats have been blocked
after launching malicious software.

MALWARE TEST
6 x Check
PROFESSIONAL TESTING SERVICE
PARTICIPATION IN TESTS 6/6

Summary of the Advanced In The Wild Malware Test | AVLab.pl



B Bitdefender Total Security .Q\ @ = 5

o]

WAl You are safe

We're looking out for your device and data.

1] S Vulnerability recommendation . .
Altered system settings that may compromise your device
Dashboard

Bitdefender 9.
Total Security © @ — ®

s and data have been detected.
Next recommendation

The software to protect workstation has participated in three g Quick Scan system Scan Vulnerability Scan
editions of the test. It has blocked 3328/3328 malware samples i
which result in a maximum score of 100% protection against L) @
threats in the wild. s,
thi‘ﬁ:at'\cns VPN Safepay Add a quick action
OVer 99% Of threats have been b|OCked @ Total Security Subscription 4 of 10 devices are safe Protect another device

in a browser or after saving to a disk.

About 1% of threats have been blocked
after launching malicious software.

MALWARE TEST
3 x Check
PROFESSIONAL TESTING SERVICE
PARTICIPATION IN TESTS 3/6

Summary of the Advanced In The Wild Malware Test | AVLab.pl



&3] Check Point

SOFTWARE TECHNOLOGIES LTD.

Check Point
Endpoint Protection

The software to protect workstation has participated in one edition
of the test. It has blocked 658/658 malware samples which result
in a maximum score of 100% protection against threats in the wild.

63% of threats have been blocked
in a browser or after saving to a disk.

18% of threats have been blocked
when moving samples to other location on a disk.

19% of threats have been blocked
after launching malicious software.

1 %

PARTICIPATION IN TESTS 1/6

ADVANCED IN-THE-WILD
MALWARE TEST

PROFESSIONAL TESTING SERVICE

fa) Endpoint Se

M Overview £ One security warning was discovered.

Compliance .
. About to be restricted
f:) Update now Q Enforcing all polidies. 1 rules violated,

Q, Scan system now Policy Details
Compliance Policy: Default Compliance settings for the entire organization, Version: 3

¥ Advanced

Current Status
Qut of compliance violations:

Compliance Messages Remedy Status

Your network administrator has required that a set of conditions .. Fix succeeded, recalculating status

Check Point Endpoint Security

Warning
Your network administrator has required that a set of conditions
must be met on your computer. You are currently not in compliance
with these conditions.

LJ Check Point’

SOFTHARE TECHMOLOGES LTT.

[®] Check Point

Summary of the Advanced In The Wild Malware Test | AVLab.pl




= EMSISOFT .
I Your computer is protected by Emsisoft Business Security

@
U
Q
EI‘
E H ft v Protection Scan & Clean Logs Settings
MSISO o [ -
B u S I n ess S e C u r Ity +" WEB PROTECTION » QUICK SCAN 0 MALWARE OBJECTS SECURITY SETTINGS &
+ FILE GUARD Q) MALWARE SCAN DETECTED SO FAR NOTIFICATIONS
. L. . +' BEHAVIOR BLOCKER 4§ cusTom scan
The software to protect workstation has participated in four +/ ANTI-RANSOMWARE (=] QUARANTINE
editions of the test. It has blocked 4805/4805 malware samples
which result in a maximum score of 100% protection against A S P & Sz et 2o gt
X . e Network lockdown (® m A License ends in 40 days Details
threats in the wild. =
© 2003-2020 Emsisoft Ltd. - About
‘@' Recommended security reading

(- ) o ' Follow us
Ransomware data exfiltration detection and mitigation strategies

Over 36% of threats have been blocked
in a browser or after saving to a disk.

Less than 1% of threats have been blocked
when moving samples to other location on a disk.

63% of threats have been blocked
after launching malicious software.

MALWARE TEST
x Check
W=]a)
PROFESSIONAL TESTING SERVICE
PARTICIPATION IN TESTS 4/6

Summary of the Advanced In The Wild Malware Test | AVLab.pl




(€s[E) SMART SECURITY EEmmn - o x

eT

{ Home q‘
Q, Computer scan » i

3 Update

B3 Tools

23 Setup

(@ Help and support

ESET
Smart Security

Password Manager Secure Data Connected Home

Th e SOftwa re tO prOteCt WOkatatIO n h as pa rtICI pated I none ed Itlo n @ Refer a friend Create, safely store and organize Encrypt data on your computer Check the security of your network

your passwords and USB drives

of the test. It has blocked 1187/1187 malware samples which result
in a maximum score of 100% protection against threats in the wild.

[ Installed product: ESET Smart Security Premium
ENJOY SAFER TECHNOLOGY™ p License validity: 05.02.2021

Your free trial expires in 29 days.

In this one test, 100% of threats have been blocked
in a browser or after saving to a disk.

ADVANCED IN-THE-WILD
1 MALWARE TEST

PROFESSIONAL TESTING SERVICE
PARTICIPATION IN TESTS 1/6

Summary of the Advanced In The Wild Malware Test | AVLab.pl




6 DA'I'A G DATA TOTAL SECURITY 7 _X

Y EONEENENEE

SecurityCenter Lo B
'V’ Your system is protected! ‘V’ Virus signatures are up to date G
(& Realtime protection:  Active (all modules) & Lastupdate 21.06.
& Idiescan Paused (& Next update
( DA I A & i Standard security
@ Enabled Browser/app protection
L]
Total Security @
@ Spam protection: Enabled ction Enabled
Enabled

The software to protect workstation has participated in three
editions of the test. It has blocked 4665/4671 malware samples @ Hcenee: Vel i B Nopessages
which result in a very high score of 99,87% protection against [ aniE_

threats in the wild.

Protect your Android device!

Over 97% of threats have been blocked
in a browser or after saving to a disk.

Over 2% of threats have been blocked
after launching malicious software.

MALWARE TEST
3 x Check
PROFESSIONAL TESTING SERVICE
PARTICIPATION IN TESTS 3/6

Summary of the Advanced In The Wild Malware Test | AVLab.pl




KASPER§KY

KASPERSKY
Total Security

The software to protect workstation has participated in three
editions of the test. It has blocked 3328/3328 malware samples
which result in a maximum score of 100% protection against
threats in the wild.

Over 85% of threats have been blocked
in a browser or after saving to a disk.

Over 14% of threats have been blocked
after launching malicious software.

g

PARTICIPATION IN TESTS 3/6

ADVANCED IN-THE-WILD
MALWARE TEST

PROFESSIONAL TESTING SERVICE

Summary of the Advanced In The Wild Malware Test | AVLab.pl

@ Kaspersky Total Security

Your protection is live now

v

| Details |

el % = 1

Scan Database Update Safe Money Password Manager
Privacy Protection Backup and Restore Protection for kids My Kaspersky
E G o Other products My Kaspersky  License: 287 days remaining




0_X

m mks_vir

m I(s VI ml(5_¢|r g Wersja bazy wiruséw: 2020.10.13 07:37:54 Licencja: 94 dni
[ l

MKS_VIR
Internet Security

The software to protect workstation has participated in two
editions of the test. It has blocked 2571/2571 malware samples System jest chroniony
which result in a maximum score of 100% protection against Mozesz bezpiecznie pracowac

threats in the wild.

Exactly 100% of threats have been blocked
in a browser or after saving to a disk. QU & o R |

MALWARE TEST
2 x Check

PROFESSIONAL TESTING SERVICE
PARTICIPATION IN TESTS 2/6

Summary of the Advanced In The Wild Malware Test | AVLab.pl




|':|.(_j ]
L~

T R E N D @mEaN?chiﬂrl;\RSmSecurity
MICRO
0 %)

Device Privacy Data Family

TREND MICRO
Maximum Security SCAN

The software to protect workstation has participated in two O]
editions of the test. It has blocked 1882/2042 malware samples
which result in a maximum score of 92,16% protection against

threats in the wild. @ P rOJ[@CJ[ed
Thanks for trying out the software. This free trial will expire on 2/6/2021.
Over 89% of threats have been blocked

in a browser or after saving to a disk.

? Already have a serial number

Expires on 2/6/2021

Nearly 5% of threats have been blocked
after launching malicious software.

[ review |
MALWARE TEST
1 x Check x Check
PROFESSIONAL TESTING SERVICE PROFESSIONAL TESTING SERVICE
PARTICIPATION IN TESTS 2/6

Summary of the Advanced In The Wild Malware Test | AVLab.pl



WEBROOT —

an opentext  company

Webroot
Antivirus

The software to protect workstation has participated in all editions
of the test. It has blocked 6712/6713 malware samples which result
in @ maximum score of 99,99% protection against threats in the wild.

Over 62% of threats have been blocked

Protected

SecureAnywhere is protecting your Last scan
computer. No active threats have Last scan duration

been detected. Mext scan

| Scan My Computer | ThElsETs

Subscription

See how Webroot keeps you protected

See the Report

in a browser or after saving to a disk.

Nearly 38% of threats have been blocked
after launching malicious software.

6 x

PARTICIPATION IN TESTS 6/6

ADVANCED IN-THE-WILD
MALWARE TEST

PROFESSIONAL TESTING SERVICE

Summary of the Advanced In The Wild Malware Test | AVLab.pl

Aborted
Incomplete
Starts in 1 hour

) i Learn More

156 days

@ Identity Protection

¥ Back

Utilites

My Account

Support | Community




WEBROOT

an opentext  company

Webroot
Business EndpointProtection

The software to protect workstation has participated in one edition
of the test. It has blocked 685/685 malware samples which result
in @ maximum score of 100% protection against threats in the wild.

68% of threats have been blocked
in a browser or after saving to a disk.

32% of threats have been blocked
after launching malicious software.

ADVANCED IN-THE-WILD
1 MALWARE TEST

PROFESSIONAL TESTING SERVICE
PARTICIPATION IN TESTS 1/6
Summary of the Advanced In The Wild Malware Test | AVLab.pl



|
A | 4

WINDOWS
Defender

The software to protect workstation has participated in two

editions of the test. It has blocked 1825/1845 malware samples
which result in a maximum score of 98,92% protection against
threats in the wild.

48% of threats have been blocked
in a browser or after saving to a disk.

Over 50% of threats have been blocked
after launching malicious software.

1%

PARTICIPATION IN TESTS 2/6

ADVANCED IN-THE-WILD
MALWARE TEST

PROFESSIONAL TESTING SERVICE

Summary of the Advanced In The Wild Malware Test | AVLab.pl

Windows Security

[©

«

@

Home
Virus & threat protection
Account protection

Firewall & network protection
App 8 browser control
Device security

Device performance & health

Family options

Settings

X

O Virus & threat protection

Protection for your device against threats.

@ Current threats

No current threats.

Last scan: 31.12.2018 11:23 (quick scan)

0 threats found.
Scan lasted 4 minutes 20 seconds
23874 files scanned.

‘Quick scan

Scan options
Allowed threats

Protection history

®s Virus & threat protection settings

No action needed.

Manage settings

& Virus & threat protection updates

Security intelligence is up to date.

act sindata: 17 113090 1010

ADVANCED IN-THE-WILD
MALWARE TEST

PROFESSIONAL TESTING SERVICE

Windows Community videos

Learn more about Virus & threat
protection

Do you have a question?

Get help

Who's protecting me?

Manage providers

Help improve Windows Security

Give us feedback

Change your privacy settings
View and change privacy settings
for your Windows 10 device.
Privacy settings

Privacy dashboard

Privacy Statement




ZoneAlarm

s ZONEALARM

ZONEALARM
By CheCk Point Extreme Security —
4 YOUR COMPUTER IS SECURE > [ £ T m o
@‘ &  ANTIVIRUS & GR) WEBR2 NOUI0  MOBILITY &
ZO N EA LAR M Jﬂ FIREWALL %2  PRIVACY '.\3!:-';“ DATA
EXt rel I Ie SeC u rlty * Antivirus/Anti-Spyware * Web Secure * Anti-Ransomware
* Firewall * Anti-Keylogger * Identity Protection
The software to protect workstation has participated in two :;hfel?*Et_m“'g“Ot” |
pplication Contro
editions of the test. It has blocked 1999/2001 malware samples : — —
View Details View Details/Activate View Details/Activate
which result in a maximum score of 99,9% protection against
. . ~—_ —~_} =]
threats in the wild.
g gnﬁ?fmgﬂm License: | 3|0 days left in trial

Over 75% of threats have been blocked
in a browser or after saving to a disk.

10% of threats have been blocked
when moving samples to other location on a disk.

Nearly 15% of threats have been blocked
after launching malicious software.

MALWARE TEST
2 x Check
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AVLab as an independent Polish organization that acts as the guardian
of security on the Internet provides information through articles,
trainings, and conferences. Professional reviews and security tests are
our distinctive feature.

In tests, we use malicious software, tools, and techniques of bypassing
security that are used in real attacks. For more information on our offer,
please contact us.

www.avlab.pl




